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restore approved security settings after a configurable duration





Dan K. Snelson
Senior System Engineer 
The Church of Jesus Christ of Latter-day Saints



Presentation Mode



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Genesis



Presentation Mode
Agenda



Presentation Mode

• Overview

Agenda



Presentation Mode

• Overview

• Setup and 
Configuration

Agenda



Presentation Mode

• Overview

• Setup and 
Configuration

• Automatic Policy 
Execution Scope

Agenda



Presentation Mode

• Overview

• Setup and 
Configuration

• Automatic Policy 
Execution Scope

• Resources / Q&A

Agenda



Presentation Mode

• Overview

• Setup and 
Configuration

• Automatic Policy 
Execution Scope

• Resources / Q&A

Agenda



Presentation Mode

• Overview 

• Setup and 
Configuration 

• Automatic Policy 
Execution Scope 

• Resources / Q&A

Overview



Presentation Mode

• Overview 

• Setup and 
Configuration 

• Automatic Policy 
Execution Scope 

• Resources / Q&A

Overview

Presentation Mode leverages the Jamf Pro API to switch 
between one of two Configuration Profiles:



Presentation Mode

• Overview 

• Setup and 
Configuration 

• Automatic Policy 
Execution Scope 

• Resources / Q&A

Overview

Presentation Mode leverages the Jamf Pro API to switch 
between one of two Configuration Profiles:

• Security & Privacy: Security-approved settings for 
screensaver password timeouts, computer sleep options, etc.



Presentation Mode

• Overview 

• Setup and 
Configuration 

• Automatic Policy 
Execution Scope 

• Resources / Q&A

Overview

Presentation Mode leverages the Jamf Pro API to switch 
between one of two Configuration Profiles:

• Security & Privacy: Security-approved settings for 
screensaver password timeouts, computer sleep options, etc.

• Presentation Mode: Security-approved relaxed settings for 
screensaver password timeouts, computer sleep options, etc.
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Presentation Mode leverages the Jamf Pro API to switch 
between one of two Configuration Profiles:

• Security & Privacy: Security-approved settings for 
screensaver password timeouts, computer sleep options, etc.

• Presentation Mode: Security-approved relaxed settings for 
screensaver password timeouts, computer sleep options, etc.

Self Service > Jamf Pro API > Extension Attribute > Smart Group





Presentation Mode 
End-user Demo
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API Permissions for Computer Extension Attributes

Create a Jamf Pro Standard Account 

• Username: apiPresentationMode2 

• Access Level: Full Access

• Privilege Set: Custom
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Jamf Pro Server Objects Create Read Update Delete

Computer Extension Attributes ✅ ✅

Computers ✅ ✅

User Extension Attributes ✅ ✅

Users ✅ ✅
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Create the Presentation Mode 2 Extension Attribute

• Data Type: String

• Input Type: Pop-up Menu

• Pop-up Menu Choice: Disabled

• Pop-up Menu Choice: Enabled
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Presentation Mode 2: Disabled
• Presentation Mode 2 is Disabled
• or Presentation Mode 2 is {blank}
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Security & Privacy

Security-approved settings for screensaver password timeouts, 
computer sleep options, etc., scoped to: 
Presentation Mode 2: Disabled
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Presentation Mode

Security-approved relaxed settings for screensaver password 
timeouts, computer sleep options, etc., scoped to 
Presentation Mode 2: Enabled
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Presentation Mode

Security-approved relaxed settings for screensaver password 
timeouts, computer sleep options, etc., scoped to 
Presentation Mode 2: Enabled

(Most frequently created from a clone of the Security & Privacy 
Configuration Profile.)
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Overview

• Delayed Policy Trigger Create

• Delayed Policy Trigger Disable

• Display Message: JAMF binary

• Extension Attribute Update
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Delayed Policy Trigger Create

Customize the plistDomain variable and add the following 
Parameter Labels:

• Parameter 4: Unique Daemon Label

• Parameter 5: Jamf Pro policy trigger name

• Parameter 6: Interval (in minutes)
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Delayed Policy Trigger Disable

Customize the plistDomain variable and add the following 
Parameter Label:

• Parameter 4: Unique Daemon Label
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Delayed Policy Trigger Disable

Customize the plistDomain variable and add the following 
Parameter Label:

• Parameter 4: Unique Daemon Label
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Add the following Parameter Label:

• Parameter 4: Text of end-user message
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Generate Encrypted Script Parameters for the encrypted 
API account password and update the following variables:
• apiURL
• Salt
• Passphrase
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Extension Attribute Update

Generate Encrypted Script Parameters for the encrypted 
API account password and update the following variables:
• apiURL
• Salt
• Passphrase

Parameter Labels
• Parameter 4: API Username (Read / Write)
• Parameter 5: API Encrypted Password (Read / Write)
• Parameter 6: EA Name (i.e., "Presentation Mode 2")
• Parameter 7: EA Value (i.e., "Enabled" or "None")
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Extension Attribute Update

Generate Encrypted Script Parameters for the encrypted 
API account password and update the following variables:
• apiURL
• Salt
• Passphrase

Parameter Labels
• Parameter 4: API Username (Read / Write)
• Parameter 5: API Encrypted Password (Read / Write)
• Parameter 6: EA Name (i.e., "Presentation Mode 2")
• Parameter 7: EA Value (i.e., "Enabled" or "None")





Encrypted Script Parameters  
Mac Admin Demo
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Overview

• Presentation Mode Enable
• Self Service

• Presentation Mode Disable
• Custom Trigger
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Add the Presentation Mode 2: Enabled Smart Group as an 
Exclusion:
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Standard & Patch Policy Scope Exclusions

Add the Presentation Mode 2: Enabled Smart Group as an 
Exclusion:

• Automatic Patch Policies

• Ongoing, Recurring Check-in Policies
• Operating system update policies
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GitHub

• GitHub.com/dan-snelson
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