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Purpose

350 New MacBook Pros funded by the Cares Act
200 MacBook Pros in the Laptop Checkout Program
120 iMacs in the Knowledge Commons

Three 45 seat Mac Classrooms
COVID-19

Topher, Richard, and O’Ryan




Onboarding Process

Language

English (Australia)
gl

Frangais
Frangais (Canada)
Deutsch
Pycckun
Portugués (Brasil)
Portugués (Portugal)
Italiano
=04
Turkge
Nederlands

By using this software, you agree to the terms of the software license agreement for the software. You can view the
terms of the software license agreement at https://www.apple.com/legal/sla/




Onboarding Process

In just a few steps, you can register and set up your Mac

United States

Afghanistan

Aland Islands
Albania
Algeria
American S:
Andorra
Angola

Ancuilla

Press the escape key to hear how to set up your Mac with VoiceOver.

Triple-click Touch ID to view accessibility options.



Onboarding Process

Remote management enables the adm ra Ur Of Utah" to set up email and network
unts, install and co ire apps, and ma > this computer’s settings

University Of Utah” can automatically configure your computer




Onboarding Process

To select a time zone, click the map near your location and choose a city from the Closest City
You can also have the time zone change automatically, if po e, b d on your current

Set time zone automatically using current location

Time Zone: ] t

Closest City: | Cupertino, CA - United State




Onboarding Process

click the map near your location and chyose a city from the Clo
the time zone change automatically, if possible, based on your current location

Set time zone automatically using current location

Time Zone

United Stat




Onboarding Process




"
7
o
O
O
S
al
@)
=
=
S
©
O
O
-
O




Onboarding Process




Onboarding Process

J. Willard Marriott Library ALL U
[HE UNIVERSITY OF UTAH NEED

Setting things up...

Welcome to macOS! The OS is currently running 10.15.6.
Please wait while the Marriot Library sets up the Mac with software and settings it
needs. This may take awhile.
Once finished you can login and setup the computer.

Installing Microsoft Office 2019




Onboarding Process
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Installing Lab Software

Installing all Lab Software. This will take at least 2 hours.

Installing Adobe Creative Cloud 2020




Onboarding Process
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Almost Done...

Checking for any additional tasks that need to be completed. Just a little bit longer




Onboarding Process
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All Done!

Everthing has been configured. You'll be able to log in now, once the
computer restarts.

If you need any assistance, please contact the Marriott Library Client
Platform Services.

Telephone: 801-585-9811
Ticket: scl.utah.edu -> Mac Feedback

Finishing Up System Processes..




Onboarding Process

J. Willard Marriott Library AU_ U
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All Done!

Everthing has been configured. You'll be able to log in now, once the
computer restarts.

If you need any assistance, please contact the Marriott Library Client
Platform Services.

Telephone: 801-585-9811
Ticket: scl.utah.edu -> Mac Feedback

Rebooting Shortly
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How did we do it?

Apple School Manager

DEP Notify
NoMAD
NoMAD Login AD

Jamf

Custom Scripts



Apple School Manager

e Add serial numbers to our ASM for Automated Enroliment.

arn More | ()

i\




Setup Assistant



Setup Assistant

Press the escape key to hear how to set up your Mac with VolceOver.

Triple-click Touch ID to view accessibility options.



Setup Assistant

University Of Utah” can automatically configure your computer




Setup Assistant

elect a ty from the Closest ¢

You can also 1 your current




Setup Assistant

* Not quite zero touch but close




PreStage Enrollment

 Automatically adding new computers into a PreStage
* Deploying an Admin Account

e Skipping all the Setup Assistant screens



PreStage Enroliment

 Automatically adding new computers into a PreStage
* Deploying an Admin Account

e Skipping all the Setup Assistant screens

General
Display Name Display name for the PreStage enroliment

DEP Base

Automated Device Enroliment Instance
Automated Device Enrcliment instance to associate with the PreStage enrcliment. Devices associated with the selected Automated Device Enrollment instance can be
signed the PreStage enrcliment

DEP-ESL ~

Automatically assign
Automatically assign &

1ssign all new devices to this PreStage enrolimen

new devices




PreStage Enroliment

 Automatically adding new computers into a PreStage

* Deploying an Admin Account

e Skipping all the Setup Assistant screens

Account Settings
General Create a local administrator account before the Setup Assistant
Local administrator account to create before the Setup Assistant for computers enrolled with this PreStage enroliment

Display Name Display Username
DEP Base apple

Password
Automated Device Enrc

Automated Device Enroll

e PreStage e

DEP-ESL ~

v Automatically as Hide managed administrator account in Users & Groups

Automatically assi

Local User Account Type Type of user account to create during enrolimen

Administrator Account
Make the user an administrator for the computer

Standard Account
Make the user a standard user on the compute

( at

. Skip Account Creation
The user will not create &



PreStage Enroliment

 Automatically adding new computers into a PreStage
* Deploying an Admin Account

e Skipping all the Setup Assistant screens

Account Settings Setup Assistant Options selected items are not displayed in the Setup Assist ng enroliment

v

Local administrator account t € fore the tup Assistant for computers enrolled with this PreStage enrollment

General Create a local administrator account before the Setup Assistant All

Display Name Display Username Location Services

apple
DEP Base PP Transfer Information

Password
Automated Device Enrc Apple ID
\utomated D c
assigned the Pr

Terms and Conditions

Verify Password

DEP-ESL ~

T

v Automatically as Hide managed administrator account in Users & Groups

Automatically assi

Local User Account Type Type of user account to create during enrollmen

Touch ID / Face ID
Administrator Account

Make the user an administrator for the computer

Apple Pay
Standard Account

Make the user a standard user on the compute

. . Registration
. Skip Account Creation 9 :
The user will not create a loca S@er account

gedizfapiou



DEP Notify

e DEP Notify allows us to run scripts without presenting the
loginwindow to the user.

J. Willard Marriott Library ALL U
THE UNIVERSITY OF UTAH [\] FED)

Mac Admins Oct 2020

The maintext is highly customizable and can be changed to anything you want.
You can even include line breaks

This can also be updated as often as you want




DEP Notify Script

 Checks for Setup Assistant to be done before starting

* Authchanger covers the Loginwindow

/usr/ /bin/authchanger - -AD -preLogin NoMADLoginAD:Notify

* Deploy base customization policies

$JAMFBIN policy -event first_install
¢ Generates the IoginWindOW graphic /b1n/ I»:uf"‘svt;[tus':WSetting Computer Name..." >> $DNLOG

$JAMFBIN policy -event set_computer_name

$JAMFBIN policy -event loginpanelgraphic

* Dialog changes to notify the user

/bin/ "Command: Image: "/Library/Management/marriottAUNWhite.png"" >> SDNLOG
/bin/ "Command: MainTitle: Please wait a moment..." >> SDNLOG
/bin/ "Command: MainText: Doing initial setup. Configuration will continue shortly." >> SDNLOG

/bin/ "Status: Please wait..." >> SDNLOG



DEP Notify Script

Difference between Staff and Lab Configuration

Notify script that runs with the each Application policy

/bin/

"Status: $4" >> /var/tmp/depnotify.

Finish screen for the User

Final System Processes then reboot

/sbin/

-r +2 &

Installing Lab Software

Installing all Lab Software. This will take at least 2 hours.

Installing Adobe Creative Cloud 2020




NoMAD Login AD

Customized Loginwindow
* Background

e Settings

Loose bind to AD

| ocal Account creation

Used with NoMAD for Password Syncing



Device Based Network

Device Based Internet Access using NDES and SCEP

® A”OWS NOMAD to Iogin the 6. Send Certificate and SCEP Profile 5
user on campus without
having to plug into network.

Jamf Pro Server




It's Ready!

* The computer reboots after finishing DEP Notify to a full
configured computer.




Application Management

e Patch Management

e Kinobi ‘

(=
e Continue to push updates to computers

e JCTL

Q_ Search | @ ML‘!:!!Y S Log In Q

Self Service
Marriott Library - The University of Utah
me

e Self Service

Configuratiol Compu
Apps - Admin Utilities
u u Apps - Educational 1Password7 ~ AcrobatPro  AddStandardUser =~ Adobe Acrobat Reader DC
 All ANNDICATIONS TOY SSTATT
Af Graphical
Apps - Office
Apps - Programmir

||||||||||||||||||||||||||||||||

 New Applications for Students e v e e S e
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e MacAD.UK

e Joel Rennich and Neil Martin

e https://www.youtube.com/watch?v=FbAOCx_LeSA
e NoMAD Github

e https://gitlab.com/orchardandgrove-oss/NoMADLogin-
AD/-/wikis/home



Questions

* Topher Nadauld
e Tophernad - MacAdmin Slack

e Join us in the #Utahdamf channel
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