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“How can I upload 
BAM!LearnToCook.pkg to jamf?”

- B.B. Rodriguez
Site Admin
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jamf Admin
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Smartcard Authentication (LOA 4)
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Role Based Access (RBA)



recap.
Our must have list
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Needs jamf Admin

Easy To Use

Uploads to jamf server

Role Based Access

Smartcard Authentication
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solution one:
manual uploads

Pros
• None

Cons
• Time Consuming
• Manual Process
• Slow Turnaround
• Not Fun
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solution two:
network share

Pros
• Automated
• Easy to use
• Quick Turnaround

Cons
• Broke Often
• Issues = Lost Time
• Very Picky with Files
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solution three:
upload page

Pros
• Web Based
• Easy to use
• Automated
• LOA 4 Option
• Role Based Access

Cons
• I had to learn PHP…
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“How can I upload 
BAM!LearnToCook.pkg to jamf?”

- B.B. Rodriguez
Site Admin

“Use the jamf upload page!”
- Me
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the upload page.



the upload page.
HTML Files (and one lonely CSS)
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• index.html
• home.html
• newscript.html
• pkgupload.html
• profileupload.html
• scriptupload.html
• uploadstylesheet.css*



the upload page.
PHP Files
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• createscript.php
• getscript.php
• getsites.php
• getcategories.php
• pkgupload.php
• profileupload.php
• scriptdownload.php
• scriptupload.php



the upload page.
XML Files
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• SiteList.xml
• ScriptList.xml
• CategoriesList.xml



the upload page.
workflow
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upload.macjeezy.xyz

Pages Used
• Index.html
• Home.html

Package

*click*



the upload page.
workflow
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Package

*click*

index.html

home.html



the upload page.
workflow

Making a jamf Uploader for Everyone 19

Pages Used
• getsites.php
• pkgupload.html
• index.html

Package

*click*



the upload page.
workflow
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*click*

index.html

pkgupload.html

Package



the upload page.
workflow
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Package

*click*

1. Captures Sites via API Call
2. Output saved to XML File

getsites.php



the upload page.
workflow
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1. Parses XML File
2. Populates Menu with Sites

pkgupload.html

Package

*click*



the upload page.
workflow
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1. Uploads Package
2. API Call to update jss

pkgupload.php

Package

*click*
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building it.



building it.
Requirements
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• Webserver with PHP
• jamf API Access
• Resource Files from github



building it.
Webserver: Apache and PHP
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Enable the CentOS Software Collection repo
yum -y install centos-release-scl.noarch

Install PHP 7 and Apache (httpd)
yum -y install rh-php70 rh-php70-php rh-php70-php-fpm httpd

Start PHP and Enable it at boot
systemctl enable rh-php70-php-fpm.service
systemctl start rh-php70-php-fpm.service



building it.
Webserver: Apache and PHP pt.2
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Configure Apache for PHP
nano /etc/httpd/conf.d/fpm.conf

# PHP scripts setup 
ProxyPassMatch ^/(.*.php)$ 
fcgi://127.0.0.1:9000/var/www/html 

Alias / /var/www/html/

Installation Guide: https://wiki.centos.org/HowTos/php7

https://wiki.centos.org/HowTos/php7
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building it.
resource files
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Clone Resource Files from GitHub
git clone https://github.com/therealmacjeezy/JamfProUploadPage.git



building it.
setup: progress check
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Task Status

Webserver

PHP Pages

HTML Pages

PHP Settings



building it.
setup: directory prep
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• Create Directories
o /var/www/html/PHP
o /jamfupload/Packages
o /jamfupload/Scripts
o /jamfupload/Profiles



building it.
setup: server prep
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• Copy resource files over
o PHP Files -> /var/www/html/PHP/
o HTML Files -> /var/www/html/



building it.
file layout

• PHP
• Apache 

/var/www/

html

php

• index.html
• home.html
• newscript.html
• pkgupload.html
• profileupload.html
• scriptupload.html
• uploadstylesheet.css

• createscript.php
• getscript.php
• getsites.php
• pkgupload.php
• profileupload.php
• scriptdownload.php
• scriptupload.php
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building it.
setup: API Account and cURL Settings

Making a jamf Uploader for Everyone 34

What is it used for.. 
cURL Function used for API Calls

What files use it..
• getsites.php
• getscripts.php
• createscript.php
• profileupload.php
• pkgupload.php
• scriptdownload.php
• scriptupload.php



building it.
setup: API Account and cURL Settings
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• cURL Authentication
curl_setopt($curl, CURLOPT_USERPWD, "apiuser:apipass");

• cURL Variable (Line 47)
$get_data = callAPI('GET', 'https://jamfurl/JSSResource/[…]', false);

Required Changes:

jamf API Account Info

jamf server URL



building it.
example: API Account and cURL Settings
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building it.
setup: Upload Directories
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What is it used for.. 
Sets where the files are saved locally

What files use it..
• createscript.php
• profileupload.php
• pkgupload.php*
• scriptupload.php

Be sure to use the actual path for your jamf Distribution Point in
pkgupload.php



building it.
setup: Upload Directories
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• Upload Directory Variable
$uploadDirectory = “/Scripts/”;

Required Changes:

Replace with path that matches the file type being saved



building it.
example: Upload Directories
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building it.
setup: Profile Edit URL
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What page.. 
profileupload.php

Why..
Creates a link to edit the profile

• jamf Profile URL
echo "<a 
href='https://your.jamf.pro/OSXConfigurationProfiles.html?o=r&id=" . 
$matches[1] . "' target='_blank'>Click Here To Edit The Profile in a new 
tab</a>";

Changes Needed: jamf server URL



building it.
setup: progress check
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Task Status

Webserver

PHP Pages

HTML Pages

PHP Settings



building it.
setup: HTML pages
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• Title
• Header & Footer

index.html



building it.
setup: example
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index.html

Header

Footer



building it.
setup: HTML pages
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• Script Filter

scriptupload.html

Value to Filter

Remove Comments



building it.
setup: Script Filter Example
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• Script Filter

scriptupload.html

Keyword = Admin

Set_Time_and_Date.sh

Admin_Create_Local_Account.sh

Create_FileVault_User.sh

Admin_Install_Awesome_Cat_Images.sh

Setup_Local_Printer.sh

Admin_Stream_Futurama.sh

ScriptList.xml Contents



building it.
setup: progress check
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Task Status

Webserver

PHP Pages

HTML Pages

PHP Settings



building it.
setup: php.ini settings
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post_max_size
max size of POST data allowed

upload_max_filesize
max size for uploads

memory_limit
max amount of memory for a script



building it.
setup: progress check
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Task Status

Webserver

PHP Pages

HTML Pages

PHP Settings



recap.
the upload page: Issues Resolved
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Smartcard Login (LOA 4 Compliant)

Role Base Access

Upload to jamf

Easy to Use
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But wait.. there’s more!



recap.
the upload page: Additional Features
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• Web Based

• Customizable



resources
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Upload Page GitHub Repo
https://github.com/therealmacjeezy/JamfProUploadPage

PHP Documentation
https://www.php.net/docs.php

HTML Documentation
https://www.w3schools.com/tags/

Apache & PHP Install Guide
https://wiki.centos.org/HowTos/php7

IIS & PHP Install Guide
https://docs.microsoft.com/en-us/iis/application-
frameworks/scenario-build-a-php-website-on-
iis/configuring-step-1-install-iis-and-php

https://github.com/therealmacjeezy/JamfProUploadPage
https://www.php.net/docs.php
https://www.w3schools.com/tags/
https://wiki.centos.org/HowTos/php7
https://docs.microsoft.com/en-us/iis/application-frameworks/scenario-build-a-php-website-on-iis/configuring-step-1-install-iis-and-php
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THANK YOU FOR LISTENING
Joshua Harvey 

therealmacjeezy

josh@macjeezy.com


