
Leveraging DEPNotify and Jamf Pro 
for Device Deployment 
Or: How I learned to stop imaging and use Automated Device Enrollment




John Mahlman
Lead Mac Engineer

Some Financial Company, Pennsylvania
• Over 10 years in Mac IT


• Write bad code


• Brew good beer


• Play Tabletop Games


• Love Philly sports teams


Find me: @jmahlman (slack, git, jamfnation)
Website: https://yearofthegeek.net



UArts at a Glance
• Approximately 1,800 students


• 6 Academic buildings 


• Over 200 “student facing” public Macs


• Offices, faculty/staff, Students (BYOD) — 97% Macs


• Computers range from 2009-2018 models


• On-Prem Jamf Pro since 2012


• Over 1,700 managed systems



Where did we start?
Let’s go back in time a few years..er..months?



Imaging… (not too long ago)
~$ sudo bless --netboot --nextonly --server bsdp://<server>

~$ sudo shutdown -r now
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Send command or

Set policy….


Go home…


Have beverage!
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And then it happened…
You all know what I’m talking about…



It happened
“Apple doesn't recommend or support monolithic 
system imaging as an installation method, 
because the system image might not include 
model-specific information such as firmware 
updates.”


Apple, https://support.apple.com/en-us/HT208020  
(Obtained 8/7/18)



User Approved Kernel Extension 
Loading (UAKEL, Ukulele)



User Approved MDM (UAMDM)



Apple T2 chip/Secure Boot

“Secure Boot offers three settings to make sure 
that your Mac always starts up from a legitimate, 
trusted Mac operating system…Full Security is the 
default Secure Boot setting…”


Apple, https://support.apple.com/en-us/HT208330 
(Obtained 8/7/18) 



Is imaging dead?



M̂O
ST
LY

TM



So, what are we going to do?
-Me, 2017



• Reads input echoed into log file


• Input sets up UI and controls flow


• All UI aspects are controllable

echo "Command: MainTitle: New Mac Setup" >> $DNLOG
echo "Command: Image: /var/tmp/your-logo.png” >> $DNLOG
echo "Command: WindowStyle: NotMovable" >> $DNLOG
echo "Command: ContinueButtonRegister: Begin" >> $DNLOG
echo "Status: Please click the button below..." >> $DNLOG

DEPNotify



The Process…

Preparation
• New machines get 

added to Automated 
Enrollment then 
assigned to jamf

• Old machines get 
wiped via internet 
recovery or policy

Deployment
• Boot machines to 

Setup Assistant
• Install Mobile Config
• Install software 

based on cohort 
(machine type)

Assignment
• Rename machine 

and assign to user
• Enter Asset Tag
• Give to user
• Enjoy a drink



The Process…

Preparation
• New machines get 

added to Automated 
Enrollment then 
assigned to jamf

• Old machines get 
wiped via internet 
recovery or policy

Deployment
• Boot machines to 

Setup Assistant
• Install Mobile Config
• Install software 

based on cohort 
(machine type)

Assignment
• Rename machine 

and assign to user
• Enter Asset Tag
• Give to user
• Enjoy a drink



Preparation…

New Machines

• Assign to MDM

• Setup Prestage

• Assign Devices to 

Prestage



Preparation…

New Machines

• Assign to MDM

• Setup Prestage

• Assign Devices to 

Prestage



Preparation…

Existing Machines (APFS)

• Package Installer

• Script with 

‘eraseinstall’ and 
‘nointeraction’ flags


• Make Policy

#!/bin/bash 
/Applications/Install\ macOS\ High\ Sierra.app/Contents/Resources/
startosinstall --applicationpath "/Applications/Install macOS High Sierra.app" 
--rebootdelay 30 --nointeraction $4 <—For additional flags!



Preparation…

Existing Machines (HFS)

• Internet Recovery!
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The Process…

Preparation
• New machines get added to 

Automated Enrollment then 
assigned to jamf

• Old machines get wiped via internet 
recovery or policy

Deploy and Assign
• Boot machines to Setup Assistant
• Install Mobile Config
• Install software based on cohort 

(machine type)
• Rename machine and assign to user
• Enter Asset Tag



The Process…

Enrollment Trigger 
• Install DEPNotify 
• App Package 
• Logo 
• Provisioning Script

Run Script to do things! 
• Install Software 
• Assign computer to 

user in Jamf Pro 
• Create local account 
• Rename computer 
• Install updates



But…we ran into issues…

• Ran behind the login window 
• Added a “wait for dock” loop 

• Ran before user was completely 
logged in 
• Added timer 

• Still was not running every time… 
• Launch Daemon!



The Process…

Enrollment Trigger 
• Install DEPNotify 
• App Package 
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The Process…

Enrollment Trigger 
• Install DEPNotify 
• App Package 
• Logo 
• Launch Daemon 
• Deployment Script

Launch Daemon runs Script 
• Install Software 
• Assign computer to user 

in jamf * 
• Create local account 
• Rename computer * 
• Install updates



Can I automate this for labs, etc..?
-Also also me, 2018



HECK YEAH!
-Me, 3 months ago


Neil Martin’s JNRS presentation:

https://github.com/neilmartin83/Jamf-Nation-Roadshow-London-2018



Automate it, yo!
Extension AttributeAuto-Login User

Is this a known machine?

Public

Office/Checkout

Find machine type

Ask for Input

Yes

No

Do the things!



DEPNotify Package - Automated





DEPNotify Package - Automated

Thanks, MacUserGenerator! (https://github.com/ninxsoft/MacUserGenerator)

https://github.com/ninxsoft/MacUserGenerator


































I’m not into scripting…any ideas?
-You, right now…maybe?



https://github.com/jamf/DEPNotify-Starter 

https://github.com/jamf/DEPNotify-Starter


$CurrentCompany
• About 700 Macs


• Global


• Very high security


• No Automated Deployment (GASP)


• No APNS (FAINT!)



$CurrentCompany Deployment



$CurrentCompany Deployment



The hopeful future!
• Hope that Apple gives us a way to have 100% zero-touch


• Skip Setup Assistant


• --eraseinstall flag


• Catalina R/O Filesystem + Data Container? Awesome!


• Perhaps use NoMAD Login instead?


• NoMAD + DEPNotify


Neil Martin’s MacADUK 2019 presentation:

https://github.com/neilmartin83/MacADUK-2019



Resources
• My GitHub

• https://github.com/jmahlman/DEPNotify-automated 


• DEPNotify

• https://gitlab.com/Mactroll/DEPNotify


• Neil Martin’s Presentation/Code from JNRS and MacADUK

• https://github.com/neilmartin83/Jamf-Nation-Roadshow-London-2018


• https://github.com/neilmartin83/MacADUK-2019


• Jamf Professional Services DEPNotify repo

• https://github.com/jamf/DEPNotify-Starter 

https://github.com/jmahlman/DEPNotify-automated
https://gitlab.com/Mactroll/DEPNotify
https://github.com/neilmartin83/Jamf-Nation-Roadshow-London-2018
https://github.com/neilmartin83/MacADUK-2019
https://github.com/jamf/DEPNotify-Starter


THANK YOU!


