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cmdReporter is a security monitoring tool for 
macOS.  

Using native built-in resources, it collects the  
data IT security teams need to hunt threats on 
macOS computers in real time.



What 
cmdReporter 
Solves

• Regulatory auditing and logging 
requirements. 

• Data loss prevention (DLP) 
requirements. 

• Security team visibility into 
macOS. 

• Historical threat hunting. 

• Security tool instability.



What cmdReporter does

~48,800 MB/day ~10 MB/day



Who we are

Jamf certified macOS and security experts 

Presented at JNUC 2017

Deployed or defended Macs at: 
• NIST 
• The Pentagon 
• NASA 
• NASA JPL 
• JHUAPL 
• Pharmaceutical Firms 
• FinTech Firms

Author/contributor to multiple versions of: 
• DISA STIGs 
• CIS benchmarks 
• Cybersecurity Campaign Playbook



What we are trying to do

• Extend, don’t replace macOS 
security features. 

• User-experience-focused security. 
• Provide the enterprise-grade 

security tools macOS deserves.



Regulatory 
Compliance

No kernel extension

JSON output

Light footprint

Continuously 
streaming data

What’s built into cmdReporter

Modern 
Management



100% Configuration Profile Coverage



I’d like to change something in  
/System/

• Every system call, for any app or 
process requires MACF approval. 

• TCC controls around Contacts, 
Photos, and Mail? MACF. 

• MACF blocks a system call until 
approval is received. 

• Major component of current macOS 
app sandboxing 

• MACF Policy Plugins = KEXTs

MACF
Mandatory Access Control Framework

No problem, can I see some 
entitlements?

com.apple.rootless.install.heritable

macOS >

Go right ahead

GROSS



Why kexts slow down macOS
MACF

System Call After Approval
KernelApp

Apple Code

Kext Vendor Code

Any other app

Legend

3rd Party LaunchDaemon Decision: Block/Allow

3rd Party Kernel Extension



Parent/Child Process Mapping



What terminal users see

What cmdReporter 

logs

What macOS OpenBSM would log

macOS
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TA-cmdReporter Popular Event Types

cmdrep 
cmdrep_interactive_event 
cmdrep_non_interactive_event 
cmdrep_acc 
cmdrep_acc_group 
cmdrep_acc_group_create 
cmdrep_acc_group_delete 
cmdrep_acc_user 
cmdrep_acc_user_delete 

cmdrep_acc_group_modify 
cmdrep_acc_user_create 
cmdrep_acc_user_modify 
cmdrep_audit 
cmdrep_authorization_check 
cmdrep_auth 
cmdrep_auth_failure 
cmdrep_auth_success 
cmdrep_auth_failure_password 
cmdrep_auth_failure_touchid 
cmdrep_auth_login_piv 
cmdrep_auth_login_piv_success 
cmdrep_auth_login_piv_failed 

cmdrep_auth_login_service_acct

cmdrep_file 
cmdrep_file_crontab 

cmdrep_file_etc 
cmdrep_file_etc_hosts 
cmdrep_file_loginprefs 
cmdrep_file_startupitems 
cmdrep_file_airdrop_send 
cmdrep_hardware 
cmdrep_hardware_removable 
cmdrep_hardware_usb 
cmdrep_hardware_usb_connected 
cmdrep_hardware_usb_disconnected 
cmdrep_internal 
cmdrep_internal_license 
cmdrep_internal_signal 

cmdrep_listen 
cmdrep_misc 
cmdrep_network 
cmdrep_network_system 
cmdrep_network_user 
cmdrep_ptrace 
cmdrep_service 
cmdrep_session 
cmdrep_task 
cmdrep_time

cmdrep_auth_login_service_acct_failure 
cmdrep_auth_login_service_acct_success 
cmdrep_auth_success_password 
cmdrep_auth_success_touchid 
cmdrep_auth_escalated_priv 
cmdrep_auth_preference_sharing 
cmdrep_auth_sudo 
cmdrep_priv_shell_action 
cmdrep_diskvol 
cmdrep_diskvol_mount 
cmdrep_diskvol_unmount 
cmdrep_exec 
cmdrep_exec_rootbg 
cmdrep_exec_firewall 

cmdrep_exec_user_sudo 
cmdrep_exec_background_sudo 

cmdrep_priv_actions 
cmdrep_exec_user 

cmdrep_priv_action_on_system_folder 
cmdrep_exec_interactive 
cmdrep_exec_non_interactive 
cmdrep_service_action 
cmdrep_priv_shell_action



LEVEL 1 LEVEL 2 LEVEL 3

Reporting for every 
risk, every level

Login ✓ ✓ ✓

Authorization ✓ ✓ ✓

User and group account creation/modify events ✓ ✓ ✓

Hardware change events ✓ ✓ ✓
System operation events, such as mounting external 
drives ✓ ✓ ✓

Network and firewall changes ✓ ✓ ✓

Process (.app) execution ✓ ✓ ✓

Terminal and Shell script actions ✓ ✓ ✓

X-Protect and Gatekeeper evaluations ✓ ✓ ✓

System and User apps listening for network connections ✓ ✓ ✓

Non-browser user network connections ✓ ✓

System-level network communications ✓ ✓

File system events in system configuration folders ✓ ✓ ✓

File system events on external drives O O O

All network traffic including user browser traffic ✓



Know who is 
sending data



What 
cmdReporter 
Solves

• Regulatory auditing and logging 
requirements. 

• Data loss prevention (DLP) tools 
required. 

• Security team visibility into macOS 
usage. 

• Historical threat hunting



Pricing is simple. 
  
$15 per computer, per year. 

8x5 Technical support included.



Demo:  
cmdReporter data on Splunk-built Windows 

endpoint dashboards.













https://github.com/cmdSecurity/TA-cmdReporter



Dan Griggs 

dan@cmdsec.com 

MacAdmins Slack: 
#cmdreporter


