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Santa In-Depth



What is Santa?

A binary whitelisting/blacklisting system for macOS (>=10.12)

• KEXT monitors executions

• Userland daemon makes execution decisions, based on rules

• GUI agent notifies user (in case of a block decision)

• managed via a CLI utility or a sync server

• configuration profile required for setup

Project on Github: https://github.com/google/santa

https://github.com/google/santa


Kernel Extension

• install path /Library/Extensions/

• Signed by Google

• Notarized soon (according to the 
developers)

• Attention: UAKEL better MDM KEXT 
whitelisting (required)





Santa rules

• 2 kinds of executable matching:

• binary – hash of the executable

• certificate – hash of a signature certificate, anywhere in the 
signature chain

• 4 different policies:
BLACKLIST / SILENT BLACKLIST
WHITELIST
REMOVE



Santa rule extra

• Default rules whitelist the executables signed by the same leaf 
certificates used for santad and launchd, to avoid locking the 
whole system.

• 4 critical binaries trustd, securityd, xpcproxy, ocspd get 
individual binary whitelisting rules, with extra decision 
information

• 2 different regexes available to respectively blacklist or whitelist 
executables based on their paths. 
Note: Only use if no other option is available

https://github.com/google/santa/blob/e9c7bfc087e6528497d942bab7787a535559feb0/Source/santad/DataLayer/SNTRuleTable.m#L74
https://github.com/google/santa/blob/e9c7bfc087e6528497d942bab7787a535559feb0/Source/santad/DataLayer/SNTRuleTable.m#L110


Santa modes

There are 2 modes: Monitor the default one and Lockdown.

The mode is set in the configuration profile or remotely with a sync 
server.



lockdown mode

• Nothing runs unless it is approved with whitelist rules

• Very restrictive

• You have to maintain an up to date list of application hashes or 
signature certificates

• You know exactly what is allowed to run



monitor mode

• Block specific apps with blacklist rules

• Unknown apps are allowed and the executions are logged 
(good & bad)

• Less administrative overhead



CLI santactl

Get binary hash and code-signing information:
/usr/local/bin/santactl fileinfo </path/to/app>



CLI santactl

Set binary blacklist rule:
/usr/local/bin/santactl rule --blacklist --path </path/to/app>
/usr/local/bin/santactl rule --blacklist --sha256 <sha256_hash>



CLI santactl

Set binary blacklist rule with custom message:
/usr/local/bin/santactl rule --blacklist --path </path/to/app> --message "<custom message>"



Santa Rule (in action)

• User facing alert with details



Logging

2 destinations for the logs:

• logs:

• simple structure written to /var/db/santa/santa.log

• contain all the information

• events:

• posted to the sync server to be aggregated and analysed

• only the important information (blocked, unknown exec)



executable - decisions

-  ALLOW_UNKNOWN – Monitor mode only

-  ALLOW_BINARY – Not in the events, logs only

-  ALLOW_CERTIFICATE - Not in the events, logs only

-  ALLOW_SCOPE - Not in the events, logs only

-  BLOCK_BINARY

-  BLOCK_CERTIFICATE

-  BLOCK_SCOPE

-  BLOCK_UNKNOWN – Lockdown mode only



local logs (in action)

Decision: ALLOW_CERT



local logs (in action)

Decisions: ALLOW_UNKNOWN, ALLOW_BINARY of a critical system 
(default rule).



local logs - file changes monitoring

An extra configuration parameter - FileChangesRegex – can be set 
using the configuration profile (only). 

All operations on matching files will be logged in the local logs 
(only):

<key>FileChangesRegex</key>
<string>^(/private/etc/.*|/Users/Shared/.*)</string>



FileChangesRegex in the local logs



uploaded events









Santa (in action)

Quick demo

1. Switch mode to LOCKDOWN

2. Block App - defaults deny

3. Switch mode to MONITORING

4. Allow App launch





• Lockdown Mode - carfully track what will be blocked



https://santa.readthedocs.io/en/latest/

https://santa.readthedocs.io/en/latest/


Santa deployment

• Free & open source full sync server projects:

• Moroz

• Zentral

• Upvote

• Commercial - remote config & rules:

• Fleetsmith



https://github.com/groob/moroz

https://github.com/groob/moroz


https://github.com/zentralopensource/zentral/wiki

https://github.com/zentralopensource/zentral/wiki


https://github.com/google/upvote

https://github.com/google/upvote


https://www.fleetsmith.com/

https://www.fleetsmith.com/


Thank You !



...reach out for R&D, consulting

Contact us via:

Web: https://www.zentral.pro

or Macadmins Slack

https://www.zentral.pro

