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Spectre/Meltdown review
• Speculative execution - guess behavior in advance 

• Meltdown mitigation - bug in speculative memory 
fetching, privileged memory 
OS/hypervisor patching, future CPU fixes 

• Spectre mitigation - getting other programs to 
access the memory you want, branch prediction  
1 - OS/Compiler patches  
2 - Javascript JIT/Browser updates



Spectre/Meltdown updates

• Intel microcode updates released and retracted 

• Microsoft complier patches, partially effective  
https://blogs.msdn.microsoft.com/vcblog/2018/01/15/spectre-
mitigations-in-msvc/ 

• New variants: MeltdownPrime and SpectrePrime: 
Automatically-Synthesized Attacks Exploiting 
Invalidation-Based Coherence Protocols  
https://arxiv.org/pdf/1802.03802.pdf



Slow death of MacOS Server

• https://support.apple.com/en-us/HT208312  
List of deprecated services and alternatives  
“Removed in a future release”

Calendar Contacts DHCP

DNS Mail Messages

NetInstall VPN Websites

Wiki





Bugs
• Apple Telugu character bug 

https://twitter.com/steipete/status/963080391207931904?lang=en 
 
https://arstechnica.com/gadgets/2018/02/apple-releases-ios-11-2-6-and-
macos-10-13-3-fixes-telugu-character-crash/ 

• Cisco Adaptive Security Appliance VPN bug 
https://arstechnica.com/information-technology/2018/01/cisco-drops-a-mega-
vulnerability-alert-for-vpn-devices/ 
 
https://arstechnica.com/information-technology/2018/02/that-mega-vulnerability-
cisco-dropped-is-now-under-exploit/ 

• BitTorrent/uTorrent 
https://arstechnica.com/information-technology/2018/02/utorrent-bugs-let-
websites-control-your-computer-and-steal-your-downloads/



30.72TB SSDs  
with 40GB caches

• https://www.anandtech.com/show/12448/samsung-begins-mass-
production-of-pm1643-sas-ssds-with-3072-tb-capacity 

• https://arstechnica.com/gadgets/2018/02/samsung-crams-30tb-of-
ssd-into-a-single-2-5-inch-drive/ 
 
 
 
 
 
 
 
 
 



HomePod white ring of yuck
• https://thewirecutter.com/reviews/apple-homepod/ 

• https://www.macrumors.com/2018/02/15/pad-and-quill-homepod-coaster/  
 
 
 
 
 
 
 
 
 
 
 
 



http://appleinsider.com/articles/18/02/19/new-video-shows-drone-crashing-onto-roof-at-apple-park



Questions?


