Operating System Analytics & Tools

A tour of the osquery ecosystem and how to take advantage of it
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facebook/osquery

. SQL powered operating system instrumentation,
K o monitoring, and analytics.
WOLIDE

®c++ W105k ¥1.2k

Mike Arpaia
marpaia kolide/fleet

. A flexible control server for osquery fleets
Co-Founder & CTO of @kolide.

Creator of @osquery. Formerly @®Go w170 ¥32
employed by @facebook, @etsy,
@iSECPartners.

Block or report user kolide/osquery-go

Go bindings for Osquery

3 Developer Program Member @®Go %67 %10
22 @kolide
©) Boulder, Colorado 1,097 contributions in the last year
@ https://twitter.com/mikearpaia
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Learn how we count contributions.

kolide/launcher

Osquery launcher, autoupdater, and packager

®Go %75 ¥10

kolide/updater

Autoupdate binaries with Docker Notary and TUF

®Go %26 ¥5

osquery/osquery-python
python bindings for osquery

@®Python %75 ¥18
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Agenda

Osquery introduction and background
Architecture of an osquery deployment
Kolide Fleet as an osquery control server

Kolide Launcher for packaging and updating osquery



facebook/osquery

Performant endpoint visibility

& B O =

etc_hosts shell_history
address | 127.0.0.1 10:03AM | sudo adduser gust
hostnames | Tlocalhost

10:04AM | sudo visudo

@ os_version

Build | 17A362
Version | 10.1.13
Patch | 6



o 2. osqueryi

osqueryi 381

[marpaial ~ osqueryi

Using a virtual database. Need help, type '.help’

osquery> select hostname, hardware_serial from system_info;
fmm fmm e -

| hostname | hardware_serial |
e it e i tatatleEt +

| marpaia | CQ2SYAD3GTFM
fom e it +

osquery> select name, path from apps limit 1;

| 1Password 6.app | /Applications/1Password 6.app |
e e +

osquery>




zz osquery HOME  SCHEMA BLOG Docs ()GITHUB  DOWNLOADS

Tables Osquery Version: | 2.10.2 (current) ~
I acpi_tables Show only Tables compatible with: macOS Q Restore Default View

ad_config
. ’
alf acpi_tables S 6
alf_exceptions Firmware ACPI functional table common metadata and content.
alf_explicit_auths Improve this Description on Github
alf services
COLUMN TYPE DESCRIPTION
app_schemes
apps
PP name TEXT ACPI table name

arp_cache
asl size INTEGER Size of compiled table data
augeas
authorization_mechanisms md5 TEXT MD?5 hash of table content
authorizations
authorized_keys

. > ul v
block_devices ad_config = 6 [
browser_plugins OS X Active Directory configuration.
carbon_black_info Improve this Description on Github
carves
certificates COLUMN TYPE DESCRIPTION
chrome_extensions

. name TEXT The OS X-specific configuration name
cpu_time
cpuid . ) ) )
domain TEXT Active Directory trust domain

crashes
crontab option TEXT Canonical name of option
curl
curl_certificate value TEXT Variable typed option value
device_file
device_firmware
device_hash alf " == 6 [
device partitions OS X application layer firewall (ALF) service details.




facebook / osquery ® Watch~ 631 % Unstar 10,528 Y Fork 1,245
<> Code () Issues 118 1) Pull requests 16 1"| Projects 1 ==l Wiki L1 Insights
SQL powered operating system instrumentation, monitoring, and analytics. https://osquery.io
security monitoring intrusion-detection sql
D 4,168 commits ¥ 2 branches © 81 releases 22 182 contributors

Branch: master ~ New pull request

Create new file @ Upload files = Find file Clone or download ¥

‘ alessandrogario committed with theopolis process_file_events: Add fields euid and egid and cleanup logs

m CMake

| docs

| external

i include/osquery
m kernel

i} osquery

B8 packs

B specs

& third-party @ 4ef099c
| tools

) .clang-format
£) .gitignore

E) .gitmodules

) .watchmanconfig

FN AR AAL AL ‘mdm ot

deps: Improve native (non-deps) builds (#4060)

website: Upload dark version of logo for README (#4065)

external: Enable external applications through make external (#3023)

feature: URI parsing from folly (#4035)

license: Change license to Apache 2.0 and GPLv2 (#4007)
process_file_events: Add fields euid and egid and cleanup logs
added I0Cs to query for OSX_MaMi malware (#4055)
process_file_events: Add fields euid and egid and cleanup logs
deps: Build linenoise locally (third-party) (#4058)

deps: Improve native (non-deps) builds (#4060)

format: Remove Cpp restriction (#3521)

audit-based file integrity monitoring (#3492)

removing lib submodule

watcher: Do not initialize the config in watcher (#3403)

ILittlA. iy 7°ACNAIICDY DI CLIADEN Ilnlbbarsnas (AN

Latest commit 44e@3ba on Dec 12, 2017

2 days ago

a day ago

11 months ago
10 days ago
29 days ago
22 hours ago
4 days ago
22 hours ago
2 days ago

2 days ago

6 months ago
23 hours ago
3 years ago

7 months ago
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There are two things that are
hard about deploying osquery

* The osquery binary lifecycle
e Packaging osquery
e Configuring it to connect to your server
e Keeping it up to date
e Connecting your fleet of osquery nodes
* Running live queries
e Logically grouping hosts into labels
e Scheduling queries to run on an on-going basis

e Saving and iterating on your favorite queries



Kolide Launcher for Osquery

STREAMLINE YOUR OSQUERY DEPLOYMENT

Built for Kolide,
100% Open Source

Launcher is the result of hard-won experience,
building products and supporting organizations,
making long term investments in the Osquery

ecosystem.

Osquery possesses an incredible range of

features and utility but getting it up and running
across your fleet can be a daunting task. That's
why we built Kolide Launcher, an open-source
project aimed to remove the hurdles of installing,

updating and using osquery at scale.

Key Osquery Improvements

’ §

2 v ‘GRPC
A N

Always Up to Date e gRPC Remote API

Deployment



Kolide Fleet

Open Source Osquery Manager

g « WRITE QUERIES ON THE FLY
EXPLORE LIVE STREAM RESULTS

Curious as to what listening ports have active connections? What hosts are
currently unencrypted? The scope and breadth of your searches are totally
customizable.

(] Query individual targets, groups or your entire fleet.
@ Drillinto results, filter and export for further analysis.

(] Query processes, files, packages, user access and more...&

I —
E ALLHOSTS
| = ® ONLINE
@ OFFLINE

©@ MIA (offline > 30 days)

@ macOS

a= Windows

& Linux

- GROUP & RUN QUERIES ON A
RECURRING BASIS WITH PACKS

Group queries together by any common purpose or function you can imagine.

Diivm thimemn o = ecrmbimrdi il ardd Ihoeie memed ittt b thaim loarme tmmmtlbame Femft momemlre ~F

1  SELECT listening_ports.*, processes.name, processes.path

PARIN Il 1istening_ports §

WHERE address NOT IN ("127.0.0.1", "::1", "fe80:1::1", "::'", "M)
4 | AND port != 0

w

wn

AND processes.pid = listening_ports.pid;

13,781 of 20,459 Hosts Returning 28 Results
I

STOP

Select Targets 20,459 Total Hosts

@ macos ‘% CentOS | | 43 Ubuntu = S VIP Laptops v

Search Results

DOWNLOAD ~ 1

host ~ address port protocol = pi ExportFiltered Results as: ‘

Internet Accessible Ports

.Csv
Mikes-Macbook-Pro.local 0:0:0:0 49988 ubpP S SystemU
Mikes-Macbook-Pro.local 0:0:0:0 51001 TCP _B.applc

xml
Mikes-Macbook-Pro.local 0:0:0:0 50001 TCP M nts.app/C
Mikes-Macbook-Pro.local 0:0:0:0 17500 TP D “ ntents/N
Mikes-Macbook-Pro.local 0:0:0:0 17500 ubP Dropbox /Applications/Dropbox.app/Contents/N
Mikes-Machook-Pro.local 0:0:0:0 24679 TP CraftManager /private/var/folders/yqg/zfvx_k2jiwbwz¢
Mikes-Machook-Pro.local 0:0:0:0 57621 TCP Spotify /Applications/Spotify.app/Contents/Ma
Mikes-Macbook-Pro.local 0:0:0:0 57621 ubP Spotify /Applications/Spotify.app/Contents/Ma
Mikes-Macbook-Pro.local 0:0:0:0 52125 ubP Spotify /Applications/Spolify.app/Contents/Mq

iy
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N
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}_,%. EVERY MACHINE AT A GLANCE,
: ORGANIZED YOUR WAY
Track, manage and monitor your entire infrastructure from a single

screen. Whether you want to see machines with low disk space,
overheating or simply running vulnerable software. Labels will help you

=
N
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w ~

group your fleet in an organized and intelligible way.

@ Create dynamic labels that are automatically populated.
(] Organize your fleet by status, platform or custom criteria.

@ Use labels as targets in queries and packs.

M macOS Attacks

Queries

Description: Q_ Search Queries

SELECT * FROM WHERE

B Blazing Keylogger

Known vulnerabilities and malicious processes used against the
macOS operating system



Demo!



Kolide Customer Reliability Engineering

This is macOS administration role and a customer
support role combined into one. This role requires broad
internal coordination to respond to customer inquiries and
provide advice on macOS management strategy to
customers. You will use your macOS administration skills to
helo customers use Kolide Cloud to create a successful
macOS management and insight function in their
organization. This is a remote role, open to candidates
anywhere in US.

https://kolide.com/jobs
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