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About	Me

• Sam	Forester
• Systems	Administrator	for	the	Marriott	Library,	University	of	Utah	
• Contact:
• Email:	sam.forester@utah.edu
• MacAdmins Slack:	@sam



Overview

• CCK2
• Firefox	Quantum	
• Firefox	ESR
• Deployment	Methods
• Resources
• MISC



CCK2

• Created	and	Developed	by	Mike	Kaply
• Client	Customization	Kit
• CCK2	Wizard

"With	the	CCK2	Wizard,	you	can	customize	the	
homepage,	set	(and	lock)	preferences,	set	
permissions,	add	certificates,	install	add-ons,	
install	search	engines,	add	bookmarks,	set	the	
default	network	configuration	and	more."



Firefox	ESR

• Extended	Support	Release
• Version	52
• Last	version	to	support	“Legacy”	Addons



Firefox	Quantum

• Version	57
• Disabled	“Legacy”	Addons
• Requires	CCK2	v.2.2.3.4+



Deploying	Firefox

1. Download	Firefox
2. Download	CCK2
3. ???
4. PROFIT!



Step	3

• Use	the	CCK2	Wizard	with	Firefox	ESR
• Create,	customize,	and/or	adjust	previous	configurations
• Export	using	Autoconfig (Extension	will	no	longer	work)
• Take	exported	files	and	merge	them	into	Firefox.app



The	CCK2	Wizard

• Get	a	copy	of	Firefox	ESR:
• https://download.mozilla.org/?product=firefox-esr-latest-ssl&os=osx&lang=en-US

• Download	Latest	Copy	of	CCK2	(2.2.3.4):
• https://mike.kaply.com/updates/cck2wizard/cck2wizard-latest.xpi

• Install	CCK2	(drag	and	drop)
• Launch	the	wizard



CCK2	Wizard	– Install



CCK2	Wizard	– Install



CCK2	Wizard	– New



CCK2	Wizard	- About



CCK2	Wizard	– Web	Pages



CCK2	Wizard	- Help



CCK2	Wizard	– Bookmarks



CCK2	Wizard	– Finish



Maintaining	Configuration	Client

• Easy	to	build	from	scratch,	but	easier	to	maintain
• Extensions	are	user	based	(not	global):
• ~/Library/Application	Support/Firefox/Profiles/{user	profile}/extensions/
• Any	extensions	(.xpi)	installed	can	be	found	here

• Import:
• All	settings	from	previous	cck2	export	stored	in:	cck2.config.json

• Keep	addons,	certificates,	plugins,	and/or	scripts	for	future	releases



Autoconfig

• Exporting:
• autoconfig.zip (zipped	contents	of	“firefox”)
• firefox (directory	with	all	files)
• cck2.config.json	(json file	with	CCK2	Wizard	settings)

• autoconfig.zip ≈ firefox
• Zipped	vs	Expanded	
• Files	are	identical
• Contains	all	CCK2	dependencies



Autoconfig – Exported	Files



Creating	a	.pkg from	Autoconfig

• Benefits:
• Able	to	updat Firefox.app independently	from	customization	package
• Easily	Updated	and	Upgraded

• pkgbuild:
--root	{PATH/TO/AUTOCONFIG/EXPORT}

• Path	to	the	“firefox”	directory	exported	by	the	CCK2	Wizard	
--install-location	{PATH/TO/FIREFOX/RESOURCES/DIRECTORY}

• Path	to	Firefox.app/Contents/Resources	
{PATH/TO/PACKAGE}



Creating	a	.pkg from	Autoconfig

• Additional	Flags:
--identifier	{IDENTIFIER}

• Reverse	DNS	identifier	(edu.utah.mlib.firefox)	
--version	{VERSION}

• Version	of	the	package	(recommend	using	same	version	specified	in	CCK2	Wizard)
--sign	{IDENTITY	NAME}

• 3rd-Party	Installer	Certificate	used	to	sign	package	(to	avoid	GateKeeper messages)

• See	pkgbuild (1)	for	more	information



pkgbuild command

[example:~] sam% pkgbuild \
-> --root /tmp/firefox/ \
-> --install-location /Applications/Firefox.app/Contents/Resources/ \
-> --identifier edu.utah.example.firefox.cck \
-> --version 1.0 \
-> /tmp/firefox_config_1.0.pkg
pkgbuild: Inferring bundle components from contents of /tmp/firefox
pkgbuild: Wrote package to /tmp/firefox_config_1.0.pkg
[example:~] sam% █



Configuration	Installer



Live	Demo



Caveats

• Some	extensions	auto	open	tabs	on	first	launch
• Building	packages	requires	previous	knowledge	of	the	path	to	Firefox	
application



Resources

• CCK2:
• https://mike.kaply.com/category/mozilla/
• https://github.com/mkaply/cck2wizard
• Download:

• https://mike.kaply.com/updates/cck2wizard/cck2wizard-latest.xpi

• Marriott	Library	Presentations:
• Jacob	Bradshaw:

• https://stream.lib.utah.edu/index.php?c=details&id=11402



More	Resources

• Mozilla	Firefox	ESR:
• https://www.mozilla.org/en-US/firefox/organizations/faq/
• Download:

• https://download.mozilla.org/?product=firefox-esr-latest-ssl&os=osx&lang=en-US

• About:Config
• http://kb.mozillazine.org/About:config_entries


